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Out-of-order Processor & Speculations (1)

• Out-of-order Execution
• Tomasulo (CPU)  & Scoreboarding (GPU)
• Maximizing the utilization of all execution units of a CPU core as 

exhaustive as possible

• Tomasulo



Out-of-order Processor & Speculations (2)



Out-of-order Processor & Speculations (3)

• To keep the execution part busy, we need:
• Speculations

• Control-flow speculation
• Branch Taken/Not-taken
• Branch Target
• Delayed Exception Handling

• Data-flow speculation
• Predict a value for the program to carry on
• (AMD Predictive Store Forwarding)

• Ideally, mis-predicted are withdrawn later
• But it has FLAWS.



Spectre and Meltdown Variants



Flush + Reload 
Attack



Side-channel Attack



Side-effects of Cache
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Side-effects of Cache

• It’s possible to explicitly 
flush a cache line

• CLFLUSH

• Same for measure the 
access latency

• RDTSC / RDTSCP

• 👆👆 Non-privileged 
operations



Code Example
int attack() {

char *buf = malloc(1024 * 4096);

for (int i = 0; i < 1024 * 4096; i += 64)

clflush(buf + i);

victim(buf);

for (int i = 0; i < 1024 * 4096; i += 4096) {

int64_t start = rdtsc();

load &buf[i];

int64_t end = rdtsc();

if (end – start < THRESHOLD)

return i; // i is the secret
}

}

void victim(char buf*) {

// assume secret = 84

load &buf[secret * 4096];
}

Why 4096 here?



Summary of Hardware Side-channel
• Stateful Attack (e.g. Cache)

• (the Attacker) restore shared resource to a known state
• (the Victim) execute and change the state
• (the Attacker) checks the state of the shared resource again to learn 

secrets about the victim’s execution

• Stateless Attack (not included in this talk, see LOTR paper)
• passively monitors the latency to access the shared resource and uses 

variations in this latency to infer secrets about the victim’s execution
• e.g. in LOTR:
• Ringbus contention stands for “1”, and no contention for “0”
• Author claims: 4Mbps leak speed, possible to leak private key from crypto 

routine



Meltdown
CVE-2017-5754



Overview
the authors claim…

• Meltdown exploits side effects of out-of-order execution on 
modern processors.

• Meltdown breaks all security guarantees provided by address 
space isolation.

• Meltdown can …
• read arbitrary kernel-memory locations including personal data and 

passwords.
• read memory of other processes or virtual machines in the cloud 

without any permissions or privileges.



Outline

• Memory Layout & Isolation of an OS

• Side-channel of Cache
• Flush + Reload Attack

• Out-of-order Processor & Speculations

• Building the Attack



Memory Isolation of an OS (1)



Memory Isolation of an OS (2)

• Page Table



Memory Isolation of an OS (3)



Memory Layout of an OS

• In the past…
• For performance reason, memory reserved for kernel is mapped into each 

processes’ virtual space.



Answer: Why this won’t work? (ideally)



Building the attack
Toy Example



Building the Attack
The blueprint



Building the Attack
Crash handling



To sum up, Meltdown Attack is …

1. Flush the array

2. User program read a kernel-side virtual address to a 
register secret_to_be_leaked

3. Before exception being actually handled by hardware, 
use a follow-up memory access to array to memorize 
the secret_to_be_leaked

4. Exception handled by hardware
• Prevent crash by:
• POSIX signal handler (SIGSEGV)
• or Intel TSX (another advanced hardware feature)

5. Use Flush + Reload to recover secret_to_be_leaked



Q&A



Spectre
CVE-2017-5753
CVE-2017-5715



To Recap:
Skylake Microarchitecture (from mdsattacks.com)
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Lord of the Ring(s)



Variants

※ Variant 1: Bounds Checking Bypass
Variant 2: Branch Target Injection



(Open with right-click)
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